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About (0%¢)

The Decentralized Information Group

explores technical, institutional, anad public
policy guestions necessary to aavance the
development of global, decentralized
/nformation environments.
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Agenda

Challenge of Accountability
Prototyping Fusion Center information sharing

Scenarios

1. 2 parties, 1 document, 1 policy

2. Policy calls
1.  Another policy (understanding definitions & cross-ontology reasoning)
2.  Another fact (drawing from additional resources)

3 Pre-processing for subjective judgments

4. Modeling — substituting parties or policies

5

6

Validating — ensuring a hard result

Scaling — modeling the Privacy Act
1. Adding to the cross-ontology knowledge base

7. Future possibilities
Future work
Technical Notes
Team
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Challenge

Organizations have obligations
regarding the collection, use, and
sharing of information.
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Examples

e Law
— HIPAA
— SOX
— Privacy Act

e Regulation
— Know Your Customer
— Suspicious Activity Reporting

e Contract
— Business partners
— Vendors
e Policy
— Corporate
— Association
1 [T Fornfo, contact: Ko i



Accountability

How should organizations ensure that
they meet those obligations?

How should they prove to others that
they are meeting those obligations?
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The Goal — Accountable Systems

Ability for systems to determine

by the relevant rules

and make that decision available to

for real-time enforcement, retrospective
reporting, redress, and risk modeling.

whether each use of data is/was permitted

for the particular data, party, and circumstance

access control, audit, and other technology

System, system on
the wall...
Is this fair use after
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About this Project

e Sponsor: Department of Homeland Security
 Modeling Fusion Centers

— Information sharing

— Privacy rules
« Creating a prototype Accountable System
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Assumptions

Web-based

— All users and files on internet or intranet

Semantic Web

— Greater interoperability, reusability, and extensibility
Security & Authentication

— Enhancement not replacement

Enhancing Accountability & Transparency

— NOT replacing lawyers

| ]
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e Scenario 1

— Massachusetts analyst (Mia) sends Request for Information
(RFI) to Department of Homeland Security agent (Feddy).

— RFI contains criminal history info about a specific person
(RBGuy); regulated by Massachusetts General Law 6-172.

L —
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Scenarios
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RFI re:RBGuy
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- c o |_] http: fidice, csail.mit, edu/a)

J http:/ fdice.csail. mit.edu/MA,/

Please enter the sender's URL:

Mia Analysa ¢mia@msp mass.gove

Please enter the data's UREL, or select from the files below:

http:#fdig.ceail mit eduy/2010/OHSHusionMA/documents/Fake_MA_

= ) Fusion

= [ Analysa

[ B[RRI

- =] RBGuy

2B REGuyCo
Q BBunny
; L& ACapone
[ Received

Please enter the recipient's URL:

Feddy Agenti <fed(@dhs. us.govy O

Please enter a policy's URL:

htp:#fdig.caail mit edu/2010/DHSfusionMAS ules MGL_B-172_core

From: Mia Analysa <mia@msp. mass. govs
To: Feddy Agenti <fed@dhs.us. gove

File: EBGuyCare

Palicy: http:/fdig.ceail mit. edu/2010/DHE-fusion/MArulesMGEL_B-172_coreld.nd
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Links to real files - user profiles, the memo, and the
relevant policy - that the reasoner will use.
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Rule: Mass. General Law § 6-172
(Privacy of Criminal Records)

Applies to
— Criminal Justice Agencies

— Agencies given statutory permission
« E.g., military recruiting

— Agencies determined to be appropriate
recipients in the public interest

— Requests by the general public
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MGL
6-172
a

W5

i

User Profiles

1/ —

e [V

_@ User Profiles
@
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Simple Compliance Answer

- e fut |_1'] http:/ydice.csail. mitedufdhs_air py?by=http%3a/ /diq. csail. mit.edu/ 201 0/DHS-Fusion/Mayprofiles {MiaAnalys a%: 23mesko=httpe3aidig.csail mit.edufz0 77 - -'" )" - 3
|j http: ffdice.csail.mit, edufMa)
v http:iidice.csail.mit.eduldhs_air.py7by=http:lidig.csail.mit.eduf2010/DHS fusion/MA/profiles/IMiaAnalys a#me &to=http:/idig.csail. mit.edu/2010/DHS fusion/USIDHS{profiles
IFredAgenti#me&data=http:/ldig.csail.mit.e dufl2010/DHS -fusion/MAldocumentsiFake_MA_Request_core10.pdf&rulesFile=http:/idig.csail.mit.edu/2010/DHS fusion/MA/rules

Ao a=m(? &R

‘ Transaction is compliantwith bMassachusetts General Law, Part|. Title |, Chapter b, Section 1721+

|_1‘] http:,-’,-’dil:e.l:sail.mit.edu,-’dhs_air....E +

IMGL_6-172_core10.n3

< Transactioniisicompliant withi Massachusetts General Law, Part |, Title Il, Chapter 6, Section 1721 b ]
R —

Type » ©RDFDocurment

“Transaction is compliant with
Massachusetts General Law, Part |, Title II,
Chapter 6, Section 172.”

| | I
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Detailed Explanation

%]

- c fof I_] hitp: /fdice. csail.mit.edufdhs_air, pyhy=http23a] {dig.csail. mit. eduf201 0/OHS-Fusion/Ma/ profiles/Miadnalysa®2ametto=http%, 34/ fdig.csail mit edufz0 77 - '-'l' ‘;- -

d htkpe: ) fdice. c=ail mit.edu/may d http:ffdice.csaiI.mit.edu/dhs_air....E

¥ http:fidice.csail.mit.edu/dhs_air.py?by=http:ldig.csail.mit.e duf2010/DHS fusion/MAlprofile siMiaAnalysa#me &to=http:/Idig.c sail. mit.edu/2010/DHS fusion/US/DHS{profiles
[FredAgenti#me&data=http:/fdig.csail.mit.eduf2010/DHS fusion/MAldocuments/Fake_MA_Request_core10.pdf&rulesFile=http:ifdig.csail.mit.eduf2010/DHS fusion/MAlrules

p= ; BOF , Ep,
IMGL_6472_corefond |G 0 o & w0 § |8le

¥ lssue:

Whether the transactions cormply with Massachusetts General Law, Part |, Title |l, Chapter 6, Section 172

¥ Rule:

Rule(s) isfare specified in the policy file.

( “[Recipient,] Fred Agenti, is a member of a 3
Criminal Justice Agency...”

¥ Analysis:

e Request for Infarmation about Robert B. Guy is a dissemination by Mia Analysa to Fred Agenti, designated as Transactiof

» Fequest for Information about Robert B, Guy contains Criminal Offender Record Infarmation, @emi is a member of a Criminal Justice Agency as required by MGLB-172, Para. 1, 5@

o Compliance additionally requires: Ered Agenti is pedforming Criminal Justice Duties and Bequest for Information about Robert B, Guy limited to data necessary for Fred Agenti's Crirninal Justice Duties, a3
required by MGLB-172, Para. 1, Sent. 2, C. 1:

o Compliance additionally requires that Fred Agenti is cerified by the board as qualified for access, as reguired by MGL 6-172 Paragraph 2.

¢ Compliance additionally requires: The agency to which Mia Analysa belongs shall maintain, for such petiod as the board shall determine, a listing of the agencies ar individuals to which it has released or
communicated such infarmation, as required by MGLEB-172, Para. 4, Sent. 1,

¢ |nquiry is about Robert B. Guy and is based on a personally identifying characteristic, as required by MGLB-172 Para. 5, Sent. 1, Cl. 2,
o Fred Agenti performs function investination,

e Compliance additionally requires that release of Request for Infarmation about Robert B. Guy would not violate any other provisions of state or federal law, as reguired by MGLB-172, Fara. B, Sent. 1(h), CI. 3.

¥ Canclusion:

The transaction - Transaction is compliant with Massachusetts General Law, Part |, Title |, Chapter 5, Section 172

II e R R (RO e
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Accomplishment

 Reasoner received
— Mia’s user profile (27 facts)
— Feddy’s user profile (25 facts)
— Mia’s document (6 facts)
— MGL 8§ 6-172 (35 sub-rules)

e Produced correct result!
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Scenarios

e Scenario 2

— Baltimore police detective, Maury, does a federated search query
across multiple systems; Mia’s memo is responsive.

The Massachusetts system will decide whether Maury can access the
document.

RFI re:RBGuy
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The rule calls another rule:
Comparing definitions

« MGL §6-172

— requires recipient be a “Criminal Justice Agency”
« But, having the label “Criminal Justice Agency” is not sufficient
 Different jurisdictions have different definitions

« MGL 8§ 66A-1 (defines “CJA")

— . ..an agency at any level of government which performs as its

principal function activity relating to (a)3he apprehension prosecution,
defense, adjudication, incarceration, or rehabilitation of criminal
offenders; or (b) the collection, storage, dissemination, or usage of
criminal offender record information.”

 Maury’s MD user profile
— “...exercise thepower of arrest™>
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MGL 66A-
(Definitions) 7
a ﬁ/ross;'OntoI ay

User Profiles

Mia

1/ —
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What the Reasoner Knows
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Cross-ontology Knowledge Base

@E' c fof |J htkp: ffdig.csail.mit. eduf2010/DHS-FusionMa/rulesmal _samehs.n3 Wil 'l'

I_-] http:/ /dig.csail. mit.edu/2010/DHS-I... | -

a 1l
Massachusetts Cross Ontology Assertions [—u ['l?! &

Massachusetts Cross Ontology Assertions §Iahe| Massachusetts Cross Ontalogy Assertions!

apprehension sameAs apprehensian of criminal offendersi
apprehension ]

enforcement . .
i — /“authorlzed by law to exercise power of arrest...”
investination sameAs o @ _— AT

: i Is “sameAs” “apprehension
Function abnet
altharized by law to exercise the power of arrest of relevant persons SAMeAs "é'ﬁHFEHé'ﬁ'é'i'a'ﬁmaf"t':ﬁminaI i} >

apprehension ——

power exercised as authorized by law, or respansibility as required by law i |

criminal history recard information Criminal Offender Record Information

convicted pursuant

j

sentenced pursuant sentenced pursuant:

Maximum Allowable Sentence Lenath e Sentence Length?

sentence imposed sentence imposed!

has custody status

ustody statusi

parole |

apprehension SAMBAS apprehension of criminal offenders
apprehensiaon

Function isamets {Agency Function

Type = ©RDOFDocument
Label Massachusetts Cross Ontology Assertions

¥ Find: | arrest & next 4 Previous & Highlight all [[] Match case
III.- For Into, contact. Kkw at'mit.edu AL
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- e faf |j http:/fdice. csail.mit, edufdhs_air . py ?by=hitpada) fdig. csailmiteduy2010/0HI-FusionyMa/ profiles Miadnalysa%23metto=http3e3ay fdig.csail mit.eduf20 77~ '-.l' ,- - =

|_1°] httpe/ fdice, csail. mit edu/Ma) |j http:ffdice.csaiI.mit.edu/dhs_air....ﬁ + =

¥ http:fidice.csail.mit.edufdhs_air.py?by=http:i/dig.csail.mit.e duf2010/DHS fusion/MAlprofilesiMiaAnalysa#me &to=http:/ldig.c sail. mit.eduf2010/DHS fusion/MD/profiles
IMauryCopp#me &data=http:ifdig.csail. mit.eduf2010/DHS -fusion/MAldocuments/Fake_MA_Request.pdf&rulesFile=http:lidig.csail.mit.eduf2010/{DHS fusion/MAfrule sIMGL_6-172.n3

aodaum(? B

i Transaction is compliant with Massachusetts General Law, Part |, Title |, Chapter 6. Section 172 V|

iTransactioniisicompliant with: Massachusetts General Law, Part |, Title Il, Chapter B, Section 172 > ]

oA

o — . ) e
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b e fof |_] http:/fdice. csail.mit, edufdhs_air py ?hey=httpeeda) fdig. csail, mit, eduf2010/0HI-Fusion/Ma/profilesiMiasnalysa%23medto=http%L 38/ idig.csail mit eduf20 7 = '-l' ). -

d httpe/ fdice, csail. mit edu/Ma) d http:ffdice.csaiI.mit.edu/dhs_air....E +
MauryCopp#me&data=http:i/dig.c sail.mit.e du/20 10/DHS fusion/MAldocuments/Fake_MA_Request.pdf&rulesFile=http:/idig.csail.mit.edu/2010/DHS fusion/MAlrulesiIMGL_6-172.n3

ao<dazm?ER

¥ lssue:

Whether the transactions comply with Massachusetts General Law, Part |, Title |, Chapter 6, Section 172

¥ Rule:

Rule(s) isfare specified in the palicy file.

¥ Analysis:

o Beguest for Information about Robert B. Guy is a dissemination by Mia Analysa to Maury Copp, designated as Transaction

o Reguest for Inforrmation about Robert B. Guy containg Criminal Offender Record Information, and Maury Copp is a member of a Criminal Justice Agency as defined by MGLEBA-1.

o Compliance additionally requires: Maury Copp is actually performing Criminal Justice Duties and Bequest for Information about Robert B. Guy limited to data necessary for actual pedormance of Maary
Copp's Criminal Justice Duties, as required by MGL B-172, Para. 1, Sent. 2, CI. 1:

e Compliance additionally requires that Maury Copp is cerified by the board as qualified for access, as required by MGL B-172 Paragraph 2.

e Compliance additionally requires: The agency to which Mia Analysa belongs shall maintain, for such period as the board shall determine, a listing of the agencies or individuals to which it has released or
communicated such information, as required by MGL B-172, Para. 4, Sent. 1.

s |nquiry is about Robert B, Guy and is based on a personally identifying characteristic, as required by MGL B-172 Para. 5, Sent. 1, CI. 2.
s Request for Information about Robert B. Guy is a Criminal Offender Becord Infarmation

&+ Maury Copp peforming function authorized by law to exercise the power of arrest of relevant persons is a member of a Criminal Justice Agency as defined by MGL BBA-1. >

¢ Compliance additionally requires that release of Hequest 107 IMOTTaton aboit ROOeT B 50y WOt ot Wiolaie any oiner provisions of state or federal law, as required by MGLB-172, Para. B, Sent. 1{b), Cl.
5!

¥ Conclusion: (Determines that Maury’s MD function of “...arrest” meets
the MA definition of Criminal Justice Agency

The transaction - Transaction is compliant with Massachusetts General Law, Part |, Title ||, Chapter 6, Section 172

Type » ©RDFDocument
Error requestTimeout
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Adding additional fact requirements

« MGL §6-172
— Requires that the requestor be a CJA
— AND certified by a Board
 In writing
* No access until after that certification
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MGL 66A-
(Definitions)
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b c £t d http:ydice.csail. mit.edufdhs_air, py?hy=httpes5a/ dig.csail. mit eduf2010/DHS-FusionMa profiles/Miadnalysa® 23metdo=httpss34, fdig. csail. mit edufz0 77 = '-.l' ).' - =
d httpsfidice.csail.mit.edu/Maf |_] http:f/’dil:e.csail.mit.edu/dhs_air....@ +-
v http:/dice.csail.mit.edu/dhs_air.py?by=http:/dig.csail.mit.edu/2010/DHS-fusion/MA/profiles/MiaAnalysaZme &to=http://dig.c sail.mit.edu/2010/DHS -fusion/MD/profiles/MauryCoppime
data=http:/dig.csail.mit.edu/2010/DHSfusion/MA/documents/Fake MA_ Request.pdfirulesFile=http:/dig.csail.mit.edu/2010/DHS-fusion/MArules/MGL_6-172.n3 . 4 é
= m ? [ER
¥ lzsue:

Whether the transactions comply with Massachusetts General Lawe, Part |, Title I, Chapter 6, Section 172

¥ Rule:

Rule(s) isfare specified in the policy file.

¥ Analysis:

» Requestfor Information about Bobert B, Guy is a dissemination by Mia Analysa to Maury Copp, designated as Transaction

» Requestfor Information ahout Robert B, Guy containg Criminal Offender Record Information, and Maury Copp is a member of a Criminal Justice Agency as defined by MGL BBA-1.

» Compliance additionally requires: Maury Coppis actually performing Criminal Justice Duties and Request for Information about Robert B, Guy limited to data necessary for actual performance of Maury Copp's Criminal
Justice Duties, as required by MGL 6-172 Parg. 1 Sent 2 Gl 1

&TTaary Copp is a member of hitpoidig.csail.mitedw201 WDHS-fusionMOiprofiles/BaltimorePolice Dept.org#me which is certified by the board, as required by MGL 8-172 Paragraph 2. >

« Compliance additionally requires: The a0ency 10 wilcn e sy e S T e S a e T e e e T T ST HeerTrin e, & n=ung of the agencies or individuals to which it has released or communicated
such information, as required by MGL B-172, Para. 4, Sent. 1.

# [nguiry is about Rohert B. Guy and is hased on a personally identifying characteristic, as required by MGL 8-172 Para. 5, Sent. 1, CL

Determines that Maury is a member of an organization
“which is certified by the board...”

*« Request for Infarmation about Robert B, Guy is a Criminal Offendar Record [nfarmation.

« Maury Copp performing function arrest is a memher of a Criminal Justice Agency as defined by MGL 66A-1.

« faury Copp is a member of organization hitpaidio.csail.mitedu201 WDHS-fusion/MDdprofilesiBaltimorePolice Dept. org#me;

L Sent. 1(h), C1L 3.

« Compliance additionally requires that release of Eequest for Information about Rohert B. Guy would notviolate any other provisions of state or federal Taw, 3

¥ Conclusion:

The fransaction - Transaction iscampliant with Massachusetts General Law, Part |, Title I, Chapter f, Section 172

Type » ©RDFDocument

) . i'rﬁ g Iﬂ-}
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Addressing subjective rules:
In the Result

 In Scenario 1 (Mia to Feddy), the reasoner
listed subjective requirements as
conditions to the finding of compliance
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Result Conditional on Subjective

- c fof I_] hitp: /fdice. csail.mit.edufdhs_air, pyhy=http23a] {dig.csail. mit. eduf201 0/OHS-Fusion/Ma/ profiles/Miadnalysa®2ametto=http%, 34/ fdig.csail mit edufz0 77 - '-'l'

N
!
]

d htkpe: ) fdice. c=ail mit.edu/may d http:ffdice.csaiI.mit.edu/dhs_air....E

¥ http:fidice.csail.mit.edu/dhs_air.py?by=http:ldig.csail.mit.e duf2010/DHS fusion/MAlprofile siMiaAnalysa#me &to=http:/Idig.c sail. mit.edu/2010/DHS fusion/US/DHS{profiles
[FredAgenti#me&data=http:/fdig.csail.mit.eduf2010/DHS fusion/MAldocuments/Fake_MA_Request_core10.pdf&rulesFile=http:ifdig.csail.mit.eduf2010/DHS fusion/MAlrules

p= ; BOF , Ep,
IMGL_6472_corefond |G 0 o & w0 § |8le

¥ lssue:

Whether the transactions cormply with Massachusetts General Law, Part |, Title |l, Chapter 6, Section 172

¥ Rule:

Rule(s) isfare specified in the policy file.

%ompliance “additionally requires” that recipient
¥ Analysis: ( “is performing Criminal Justice Duties” and the
{Request...is limited to data necessary for [those] duties”

e Request for Infarmation about Robert B. Guy is a dissemination by Mia Analysa to Fred Agenti, designated as Transactid

¢ Reguest for Information about Robert B, Guy containg Criminal Offender Record Information, and Fred Agenti is a member of a Criminal Justice Agency a3

 Para. 1, Sent. 1a.

rance additionally requires: Fred Agenti is performing Crirninal Justice Duties and Bequest for Information about Robert B, Guy limited to data necessary for Fred Agenti's Criminal Justice Dl.mesD
predebietdGL 172 Para. 1, Sent. 2, ClL 1

o Compliance additionally requires that Fred Agenti is cerified by the board as qualified for access, as reguired by MGL 6-172 Paragraph 2.

¢ Compliance additionally requires: The agency to which Mia Analysa belongs shall maintain, for such petiod as the board shall determine, a listing of the agencies ar individuals to which it has released or
communicated such infarmation, as required by MGLEB-172, Para. 4, Sent. 1,

¢ |nquiry is about Robert B. Guy and is based on a personally identifying characteristic, as required by MGLB-172 Para. 5, Sent. 1, Cl. 2,
o Fred Agenti performs function investination,

e Compliance additionally requires that release of Request for Infarmation about Robert B. Guy would not violate any other provisions of state or federal law, as reguired by MGLB-172, Fara. B, Sent. 1(h), CI. 3.

¥ Canclusion:

The transaction - Transaction is compliant with Massachusetts General Law, Part |, Title |, Chapter 5, Section 172
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Next: Pre-processing
subjective requirements
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Scenarios

e Scenario 3

— Baltimore detective (Maury) is sending a response to the
Massachusetts analyst’'s (Mia’s) Request for Information (RFI).

— Response contains detailed criminal history info about a specific
person (RBGuy); regulated by MD Code of .... Law 12.15.01.11.

& . 4B Q

S s ~ ~
) Response re:RBGuUy~
‘\\\\\\\\\\\ ~ | MDCCL
< 12.15.01.11 Mia

Requests Subjective Assertions

Illil— For info, contact: kkw"at"mit.edu L
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Query for Subjective Assertions
3

,J htkp:/idice. csail,mit, edufdhs_air. pyrby=http3e3a/ idig. csail mit. eduf201 0fDHS-Fusion/MD) profiles fMaurwCopp¥e. 2 3medko=http3e 347 idig. csail . mit eduf20 5

c A

| ] http:fdice. csail.mit. sdufMDy | '] http://dice.csa..._12_15 01_11.n3 &3

Transaction sender: Maury Copp
Transaction receiver: Mia Analysa
Transaction file: Fake_MD_Response pdf

Does Mia Analysa need Fake_MD_Response pdf in the performance of its function as a criminal justice agency?
O Does Mia Analysa need Fake_MD_Response pdf for the purpose of hiring ar retaining its own employees and agents?

Has Mia Analysa's identity heen verified by Maury Caopp?

0 Hasz Mia Analysa demonstrated to Maury Copp that delay in receiving Fake MD Fesponse pdf will violate or materially impair a substantive right of the person about whom

Fake_MDO_Response pdfis needed?

Ill' - For info, contact: kkw”at’'mit.edu L
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= S : ____ Decision incorporates Subjective Assertions

|j http:/fdice. csail. it edufMDy}

|:] http://dice.csail.mit.edu/dhs_air....[ =+

v http://dice.csail.mit.edu/dhs_air.py?subjectives=truedby=http:/dig.csail.mit.edu/2010/DHS-fusion/MD/profiles/MauryCopp#me &to=http:/dig.csail.mit.edu/2010/DHS-fusion
/MA/profiles/MiaAnalysazme&data=http:/dig.csail.mit.edu/2010/DHSfusion/MD/documents/Fake_MD_Response.pdférulesFile=http:/dig.csail.mit.edu/2010/DHS-fusion/MD/r
ML

p = “ [11]
‘MdCodeComLaw_12_15 _01_11.n3&subjective=sMD_12_15 01_11_s1&subjective=sMD_12_15_01_11_s3&subjective=MD_12_15 01_11_s4 [ = 4 &%
PAPpA

¥ |ssue:

Wihether the transactions comply with MO 12 1501 11

¥ Rule:

Ruleis) isfare specified in the policy file.

¥ Analysis:

Data is “required in the performance of Mia’s

function as a criminal justice agency.”
» hlia Analysa is a Mandand Criminal Justice Agency. Transaction is a dissemination reguest from Madry Copp to Mia Analvsa,

» [fTransaction is compliant, itis compliant anly if Transaction is made in accordance with applicable regulations adopted by Secretany.

et it i co il it edur2 0] 0/DHS-fusionMDfdocuments/Fake MDD Response.pdfis required in the performance of Mia Analysa's function as a criminal justice agency —
# hitp:idig.csail. mitedu 201 0/DHS-fusionMDvdocumentsiFake MD Response.pdf has been verified by Central Repository to be complete, accurate, and current.
T Analvaa's identity has heen verified by Maury Copp —
¥ Conclusion:

/

Recipient’s “identity has been verified by” sender.
The transaction - Transactioniscompliant with MD 1215 01 11 \
Type *» ©ROFDocument
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What if?
Applying a different rule

e Scenario 4

— Maury is cautious. Before giving his information to Mia, he wants to
understand what she can do with his information.

— Maury compares:

» Scenario 4a - Maury seeking to share his Response with Florida
Dept of Law Enforcement (FDLE) under MD law

s o B
I

Maury Response re:RBGuy

« Scenario 4b - Mia seeking to share Maury’s Response with FDLE

“under MA law =~
3 o 2

v

— SS C E—)
Response re:RBGuy SS
= MGL
Mia 6-172 _I <
- - | B
Ill' - For info, contact: kkw”at"mit.edu L e
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SRR (1 [T yp——" Risk Modeling with a Different Party &/or Policy

|j http:/ fdice.csail.mit.edu,/MD,/ -

Pleaze enter the sender's LIRL:

Mia Analvza <rmia@mzp.mass.gov? |

FPleaze enterthe data's URL, ar select from the files below: v

|http:ffdig.u:saiI.mit.eduJ‘2D1 EIJ'DHS—fu3ionIMDJ‘chumentsIFake_MD|

= [ Fusion
B @ copp
i F [yResponzes
L [=] EFudd
i [&] ACapone
“ | ToMiaCare
# [y Received

Pleasze enter the recipient's URL:

FL Dept. Law Enforcement <bogus@fdle.state flLus>

Please enter ool '_.'I =T
|

il
Massachusetts MGL 6-172

=httpfidig.csail it eduiz010/OHS-fusion™Majules MGL_B-172 03 =

GL 6-172

=htrp/idig.czailmit.edu20 10/DHS-fusion™ajiulesMGL_E-172_corell.nZ=

Maryland MdCodeComLaw_12 15 01_11
=htep/idig.csailmiteduf20 10/DHS-fusion ™D les

MdCodeCombaw_12_15 01_11n3=

Us 5 USC_552a3
=http/idig.csail.miteduf20 10DHS-Fusion S DHS frules /S _UISC_E52an3=

H EEN MASSACHUSETTS INSTITUTE OF TECHMOLOGY K. Krasnow vvaterman



What the Reasoner Knows

FL
) . = Ontology,
ﬁfoss;’OntoI ay

KB

MGL 66A-

User Profiles Policies

EN

Policies :
Org. Admin. \_‘_‘/
= | I/\
s " K TR
ﬂ Reasoner Reasoner
= S ST

User Profiles

—
[rm—
[r—

Policies

User Docs

MDCCL
p.15.01.11

(a1

efinitiong)

Crbss-Ontology
=KB.

ToMia

_ _ iRy
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- e fof |_] hitp: fidice. csail.mit, edufdhs_air py Phy=httpt38) fdig.csai mit, eduf201 0/DHS-Fusion/MA/profilesMiafnalysa. 23metko=httpse 3a/ idin.csail mit.eduf20 57 = -.l' -;. - =
d http:/ dice. csail, mit.edu MOy d http:ffdil:e.l:sail.mit.edu/dhs_air....E -
v hittp:fdice.csail.mit.edu/dhs_air.py?by=httpcidig.csail.mit.edu20 10 DHS fusionMA profile s MiaAnalysazme &t o=httpc/dig.c s ailmit.edu20 10 DHS fusionFL profiles FDOLE.orgZme &data=http: /dig.c sail.mit.e du/2010/DHS-
| L113 e xll
fusionMbvdocuments Fake_MD_Response.pdfSrulesFile=http:/dig.csail.mit.edu2010DHS-fusionMA TulesWGL_6-172.n3 [— 4 é’ - —I . tas b
¥ lzsue:

Whether the tranzactions comply with hassachusetts General Law, Part |, Title ||, Chapterd, Section 172

¥ Rule:

Rulels) isfare specified in the policy file.

¥ Analysis:

http:iidig. csail. mit. e du2010/DHS-fusion/M¥documents'F ake MD Response.pdfis a di ination by Mia Analysa to Florida Department of Law Enfarcement, designated as Tranzaction

hitp:iidig. c=ail. mit.e du2010/0H S-fusiondt Do do cumentsF ake MD Response.pdf contains Criminal Offender Record Information, and Florida Depatment of Law Enforcement is 3 member of 2 Criminal Justice Agency as defined by MGL GEA1.

Complianee additionally requires: Florida Depadment of Lavw Enforeement is pedforming Criminal Justice Duties and hitp:iidig.ceail. mit e du201 WD HE-fusion/DdocumentsiF ake D Response.pdf limited to data necessary for Florida Depatment of Law
Enfarcement's Criminal Justice Duties, as required by MGLG-172, Para. 1, Sent. 2, CIL 1:

The ageney to which Florida Depadment of Law Enforcement belongs is not cerdified by the board as required by ML G172, Para. 2.

htpedidig. ceail.mit. e dwi20 100 H S-fusiondhd Dddo cuments’F ake WD Response.pdf is a request by Florida Depatment of Law Enforcement to hiia Analysa inwriting.

httpedidig. cxail.mit.e dui2010/0H S-fusionhd Dido cuments’F ake b0 Response.pdf contains conviction data CONVICTION DATA and therefore shall be available to any person upan written request per MGLG-172 Para. 6, Sentence 1a.

http.irdig. ceail. mit. e duf20 10/ HS-fusion/t Cvd o cuments/F ake WD Responze.pdf containg information indicating custody status and placement within the correction system, and therefore shall be available to any perzon upon written request per MGLG-172
Fara. 6, Sentance 1b.

http:irdig. ceail. mit. e duf20 10/ HS-fusion/t Cvd o cuments/F ake WD Responze.pdf does not contain persenal information, as stated in MGLG-172 Para. &, Sent. 1 (b), CI. 1.

http:Aidin. csail. mit e d w20 10/0HS-fusion/td Cod o cumentsF ake WD Response. pdfConsists of Conviction Cata.
haximum allowable sentence is imprizonment for a term of five years or more as required by MGLG-172, Fara. 7, Sent. 1, €I 1.
Florida Depatment of Law Enforcement peforming function apprebension is a member of a Criminal Justice Agency as defined by MGL 6641,

hitpedidig. ceail.mit. e dwi20 100 H S-fusiondhd Dddo cuments’F ake WD Response.pdf contains conviction data. Subject is conwicted pursuant to hitp:dlave justia. comimarylandicodesgpsi11-114. html.

httpiidig.csail. mit. e dwZ2010/DHS-fusion/MDddocumentsFake MWD Rezponse.pdf iz a eriminal histary record information.

htpetidig. ceail. mit. e d w2010/ 0 H S-fusio ndfd Dvdo cumentsF ske WD Response.pdf contains custody status: mdecl:Parole.

httpedidig. ceail. mit. e d w2010/ 0 H S-fusio ndhd Dddo cuments’F ale WD Response.pdf maximum allowable sentence length of: 20.
httpedidig. czail.mit.e dui2010/0H S-fusio ndhd Dvdo cuments’F ake WD Response.pdf Subject received sentence: 5.

Compliance additionally requires that release of httpatidig. czail. mit. e dws2010/DHE-fusion/MDidocuments/F ake MWD Response.pdfwould not violate any other provisions of state or federal law, as required by MGL G172, Para. 6, Sent. 100, CI. 3.

¥ Conclusion:

The fransaction - Tranzaction is compliant with W azsachuzetts General Law, Part |, Title Il Chapter &, Section 172

Type ® ©RDFDocument
==
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Testing the policy expression

e Scenario 5

— Under the MA law, the public can have access to some criminal
history info
 |f there was a conviction
 |f the possible sentence was greater than 5 years
 |f the subject is still in jail or on parole

7
'
7
_ '

Maury’s Response
Mia re:RBGuy John Q. Public

v

v

! i
ikt l

For info, contact: kkw”at’'mit.edu all
CSAIL
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- e fit |j htkp: ffdice.csail . mit. edufMDf
ﬂ http:/ /dice.csail. mit.edu/MD,/ -~

Please enter the sender's URL:

Mia Analysa <mial@msp.mass.gove

Please enter the data's UREL, or select from the files below:

|htlp:ffdig.u:sail.mit.eduﬁm 0/DHZusion/MD/documents/Fake_MD_
= & Fusion
2 [ Copp
i 2 [ Responses
i 5] EFudd
@ ACapone
B Tomia
: L [=) ToMiaCore
Received

Flease enter the recipient's URL:

,
< John 0. Public <jgp@lake_wobegon fd.mn.us> | >

Please entera polieys UL K Testing with “John Q. Public”.

Massachusetts MGL B-172]

From: Mia Analysa <mia@@msp. mass.gove

To: John G, Public <jgp@lake_wobegon. fd. mn.us=
File: Tatia

Palicy: Massachusetts MGL 5-172

¥ Find: | " [] match case

. . U 4. =
I I I - For info, contact: kkw”at"mit.edu Yt
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- c fol |J http:/fdice.csail.mit. edufdhs_air pyeby=httpea3a) dig. csail. mit. eduf2010/DH3-Fusion/Ma/profilesMiasnalysa%s 2 3medko=http e300 dig. csail. mit.edufz0 .7 -~ -'l' ‘;.

IJ- http: ) idice. csail, mit.edufMD] |J http:,l’,l’dice.csail.mit.edu,ﬂdhs_air....E -+

TATRITAICE. CSAllMIT. U ans_alr.py 7 By=nap/dig.csall Mt e dwZu o/ D HS -TUSTO R VIA/ProTIE S/ VMIAARAIYS A M e STo=ATtp 7 dIg. c S Al MIT. e AU ZU T/ U HS -TUSIO R/ USproTIies
/oehnQPublicZmeddata=http:/dig.csail.mit.edu/2010/DHSfusion/MD/documents/Fake_MD_Response.pdférulesFile=http:/dig.csail.mit.edu/2010/DHS-fusion/MA/rules

/MGL_6-172.n3 (@& g3 4 =M ? [gl—}

¥ lssue:

Whether the transactions comply with Massachusetts General Law, Part |, Title |l, Chapter & Section 172

¥ Rule:

Rule(s) isfare specified in the policy file.

¥ Analysis:

hitpeifdig.csail. miteduw 201 IDHS-fusionMD/documents/iFake MD Response.pdfis a dissemination by Mia Analvsa to Jahn Q. Public, designated as Transaction

L]

John Q. Public is nota member of Criminal_Justice_Agency. Compliant dissemination may be paossible under other criteria.

L]

Suhbjectis not enlisting. Compliant dissemination may be possible under other criteria.

hitpeirdig.csail.mit.edus201 WDHS-fusionMD/dacuments/Fake MD Response.pdfis a request by Jahn Q. Public to Mia Analysa in writing.

hitpefrdig.csail mitedus201 WDHS-fusionMD/dacuments/Fake MD Respanse.pdf containg corviction data COMVICTION DATA and therefore shall be available to any persaon upan written request per MGL 6-172 Par:
Sentence 1a.

hitpeirdig.csail.mit.edus201 WDHS-fusionMD/dacurments/Fake MD Respanse.pdf containg information indicating custady status and placement within the correction systern, and therefore shall be available to any
person uponwritten regquest per MGL 6-172 Para. 6, Sentence 1h.

hitpefrdig.csail.mit.edus201 WDHS-fusionMD/dacuments/Fake MD Response.pdf does not contain persanal information, as stated in MGL 6-172 Para. 6, Sent. 1 (b}, CI. 1.
hitpeirdig.csail mitedus201 WDHS-fusionMD/dacurments/Fake MD Response pdfConsists of Conwiction Data.

Maximum allowable sentence is imprisonment for a term of five vears or more as required by MGL 6-172, Para. 7, Sent. 1, CL 1.

hitpifdig.csail.mitedw2 01 DHS-fusionfMD/documentsiFake MD Response.pdf contains conwiction data. Subject is conwicted pursuant to bitpJdilaw. justia.comimarnandicodesiopsi11-114.htrml,

hitpidio.csail.mitedw2 01 UOHS-fusionfMOrfdocumentsiFake MD Response.pdf containg custody status: mdecl:Parale.

hitpeifdia.csail. miteduw 201 0IDHS-fusionMD/documents/Fake MD Response pdf maximum allowable sentence length of: 20.

L]

hitpeifdia.csail. miteduw201 IDHS-fusionsMDidocuments/iFake MD Response. pdf Subject received sentence: 5.

L]

Compliance additionally requires that release of hitpefidig.csail mit eduf201 WOHS-fusionDidocumentsiFake MD Response.pdfwould notvialate any other provisions of state ar federal law, as required by MGL G-
Para. 6, Sent. 1), CI. 3.

¥ Conclusion:

The transaction - Transaction iscompliant with Massachusetts General Law, Part |, Title I, Chapter & Section 172

I I I - For info, contact: kkw”at"mit.edu
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Accomplishment

 Recognizes that John Q. Public doesn’t meet
any of the criteria in paragraph 1.

* Finds the match in sub-rules from paragraph 7.

 Reads the tags from the document to match with

the requirements

— there was a conviction
— the possible sentence was greater than 5 years

— the subject is still in jail or on parole

I I I i I— For info, contact: kkw"at"mit.edu ft
CSAIL
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Scenarios:
Increasing Rule Complexity

e Scenario 6
— Feddy from DHS wants to respond to Mia.

— His response will be regulated by the Privacy
Act and its 135 sub-rules (1200 lines of code)

5 USC 552a _
Response re:RBGuy

Mia

» For info, contact: kkw"at"mit.edu
Mii
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What the Reasoner Doesn’t Know

MG
ntolog
Policies
——— ol &
Reasoner
e L 2 . . .
There is a Routine Use notice
User Profiles that would permit the sharing
Reasoner The law requires each agency
- W @ to create 40 other policies
i
DHS —
User Profiles Policies [
/l_‘/ User Docs
C —xKB
esporjges
G rivacy A t)” ) il"ﬁ.ﬁ-—ﬁ Llf’l]
Ill'- = fo, contact: kkw"at| o, act Fallst 5]
I I MASSACHUSETTS IMSTITUTE OF TECHNOLOGY - K Krasnow Water Ontology CSAlL
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Non-compliant for Many Reasons

- c fof I_] http: fidice, csail.mit, edufdhs_air, pyiuse_tabulator=truedby=httpee3a,) idig.csail mit, eduf2010/DH3-Fusion/US DHS/ profiles FredAgentivt2 3medto=http? 7 - '-'l' ‘;- -

IJ- htkp: ) fdice, cail mit.edu/DHS! |J http:ffdice.csaiI.mit.edu,fdhs_air....E =~

Qa4 uxm 7R

%]

¥ lzsue:

Whether the tranzactions comphy with The Privacy Act of 1974 8523 b

¥ Rule:

Ruleiz) isfare specified in the polioy file.

¥ Analysis:

hitp:idin. csail.mit. e du20 10/ HS-fusion/US/DHS documentsFake DHS Response.pdf contains PII about Robert Guy. Disclosure cannot be made except under specifically defined conditions.

hitp:idin. csail.mit. e duf2010/0HEfusion/US/DHE MocumentsFake DHS Response.pdf about Robert Guymas not requested by Robert Guy. Compliant disclosure may be possible under other conditions.

Robert Guy did not give conzent to use hitp:idia. csail. mit. ed w201 VEHS-fusion/U S/DHS documents’F ake DHS Response.pdf. Compliant disclosure may be poszsible under other conditions.

Tranzaction has purpose: Authorized civil or criminal law enforcement activity.

Fred Agenti cannot give hitp.ifdig.ceail. mit.edw2010/0HS- fusion/USiDHS/documentsFake DHS Fesponse.pdfto Mia Analysa, because purpose of inguiny Authorized civil or eriminal |aw enforcement activity does not mateh Heed to Know or iz not
neceszans to the performance of duties of Mia Analysa, or because hia Analysa iz not from the agenay which maintainz the record.

Fred Agenti cannot give hitpidig. czail mit eduw2010/DHS-fusion/US/DHE documentsFake DHS Response pdfto Mia Analysa, because purpose of inquing Authorized ciwil or criminal law enforcement activity does not match & LS.C. Section 552 therefore
FOla s USC 552) does not require it

hitp:idin. esail.mit. e du2010/0HS-fusion/US/DHE documentsfFake System of Records.html is maintained by Fred Agenti.

Mia Analyza is 3 member of Government Ageney hitpfdig.czail. mit. e du2090/0H S-fusio ntW Afp rofilesiCommonwe althFusionCenter.org#me.

Transaction has law enforcement purpose.

hiia Analysa has job title zection head.

Requestor: Mia Analysa job title section head does not match head of as required by The_Privacy_fct_of 1974 _552a_b7.

Tranzaction purpose Authorized civil or criminal law enforeement activity does not mateh Affecting Health and Safety. Compliant diselosure may be possible under other conditions.

& Frad Agenti cannot give hitpidig. czail. mit. edu2010/DHS-fusion/US/DHE/ documentsFake DHS Response.pdfto Mia Analysa because it is notwithin the jurisdiction of Mia Analysa. Compliant disclosure may be possible under other conditions.

Fred Agenti cannet give hitpufdig. czail. mit.edw2040/0HS- fusion/US/DHS documentsfFake DHS Response.pdfto fMia Analyza because it iz notin the course of the parfformance of duties of the General Accounting Office. Compliant dizclosure may be
possible under ather conditions.

.

Fred Agenti cannot give hitp.ifdig.ceail. mit.eduZ2010/0HS- fusion/U S/DHS documentsFake DHS FResponse.pdf to hia Analysa, because it iz not pursuant to the order of 3 court of competent jurisdiction. Compliant dizclosure may be possible under other
conditions.

* Fred Agenti cannot give hitpidig. czail. mit edu20100DHS-fusion/US/DHS documentsFake DHS Response pdfto idia Analysa because it is not in accordance with section 37 11(e) of Title 31, No compliance conditions under
The_Priwacy_Act_of 1974 _552a (b) could be found.

e

o
The transaction - Fred Agenti isnon compliant with The Privacy Act of 1974 55823 b

Tura ® CROFNAcument

¥ Find: | head & Mext 4 Previous & Highlight gl [ Match case



Adding to Cross-Ontology Knowledge

- Feddy notices something not quite right.

Requestor: Mia Analysa job title section head does not match head of
as required by The_Privacy Act of 1974 552a b7.

- He knows* he can treat Mia as “head of” her agency for this
purpose because the head of her organization delegated the record
requesting authority to “section chiefs”.

- The system will let him add that equivalency to the cross-ontology
knowledge base.

* DOJ says (http://www.justice.gov/opcl/1974condis.htm):

Record-requesting authority may be delegated down to lower-level agency officials when necessary, but not below the "section chief" level. See OMB
Guidelines, 40 Fed. Reg. at 28,955; see also 120 Cong. Rec. 36,967 (1974), reprinted in Source Book at 958, available at

http://www.loc.gov/rr/frd/Military Law/pdf/LH_privacy act-1974.pdf.

e Ry
For info, contact: kkw”at’'mit.edu Lokl ]
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c i ._] http: i fdice. csail .mit. edu/DHS kb_editar, py - -."'
lice. csail, mit, eduf/DHS __] hktp: fidice . csail.mit, edufdhs _air.py7us... ._] http:/ /dice.csai...HS,/kb_editor.py E

Knowledge base for the DHS Fusion Center

This is a series of facts that should be applied to all transactions from the DHS Fusion Center. If a pair of terms from different domains refer to the same object or action, thew should be added here.

Delete? First term: same as Second term:
andkddrules AMMGL_B-172 OMNT Heection_heac sarme as A/USADHS Afrules/5_USC_552a_0OMTH#headOf
A (11 A A 1) (1 '} )
Feddy tells his system that “section chief” and “head of
are equivalent in this context
by cutting and pasting their link addresses into the blanks.

ead B Mext W Erevious & Highlight all [] Match case

Knowledge Base Editor

I I I - For info, contact: kkw”at"mit.edu
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— Feddy runs his request again (after adding the
“same as” information to the cross-ontology
knowledge base)

9 USC 552a _
=
® — A ~
) Al Response re:RBGuy
;o
 Ke

Mia

“section chief”
same as
“head of”

I I I - For info, contact: kkw”at"mit.edu
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- c [t |_] http: ffdice, csail mit edufdhs_air,py?use_tabulator=Falsetby=httpaa3aidig.csail mit.edu2010/0HS-FusionfLIS;DHS profiles/FredAgentiss 2 3medto=http 7 - "]'

|_-] http:ffdice, csail, mit, edufDHSY |J uri_skr a8 -
v uri_sti 'l'
¥ lssue:;

hether the transactions comply with hitp:fdig. ceail. mit. e du/201000DHS-fusionf/US/DH S rulesS USC S52a.n2

¥ Rule:

Rulers) isfare specified in the polioy file.

¥ Analysis:

Fake Swstem of Reeords.html is maintained by Feddy Agenti .

Iia Analysa has job title hitpaidig.czail. mit. e duf20IOVEHS - fusion/tArul esitiGlL 6172 DOMT#section head .

hitp:#dig.c=ail. mit. edu2010 D HES-fusionfransaction log# Transaction has purpose: Authorized civil or criminal law enforcement activity .

Ilia Analysa is a member of Gowernment Agency Commonwealth Fusion Center .

Fake DHS Response.pdf contains Pl about Robert Goy. Disclosure cannot be made except under specifically defined conditions.

Robert Guy did not give consent to use Fake DHS Response.pdf . Compliant disclosure may be possible under other conditions.

hitp:iidig. c=ail.mit. e du2010/ 0 HS-fusionfransaction log# Transaction has law enforcement purpose.

Fake DHS Response.pdf about Robert Guywas not requested by Rober Guy. Compliant disclosure may be possible under other conditions.

# Feddy Agenti cannot give Fake DHS Response.pdfto bdia Analysa , because purpose of inquing Authorized ciwil ar criminal law enforcement activity does not mateh & U.S.C. Section 552 therafare FOIA (S USC 552) does not require it

# Feddy Agenti cannot give Fake DHS Response.pdfto bdia Analysa , because purpose of inquing Authorized civil ar criminal law enforcement activity does not mateh Heed to Know ar is not necessan to the pedarmance of duties of Mia
Mlia Analysa is not fram the agency which maintains the record.

Feddy Agenti can give Fake DHES Response.pdfto Mia Analysa , because it is being used for an autharized law enforcement activity and the head of the recipient agency has filed the appropriate written request.

¥ Conclusian:

The tranzaction - Feddy Agentiiz aikgompliantwith 1.23 Fedearal Statute The Privacy Act of 1974, 5 U5 C. 5523 (bY7)

“...compliant with...

a Federal Statute The Privacy Act of 1974, 5 U.S.C.

552a (b)(7)”

*  Find: | head 3 Mext 4 Previous &~ Highlight all [ ] Match case

IIII 1 For info, contact: kkw"at"mit.edu ¥a IV 81
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Possible Future Scenarios

 Hand-shake
— Recipient is permitted to accept
— Sender Is permitted to send

* Applying multiple rules

« Potentially conflicting rules

« Recognizing compliant pattern and applying it to
arge volume transactions

» For info, contact: kkw"at"mit.edu
Mii
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Future Research

o Scalability
— Goal-directed reasoning

e Transparency
— Permanent store for TMS
— Aggregate reporting
« Validation
— Policy expression
— Results
e Flexibility
— Handling incomplete information
— Propagation

CSAIL

I I I - For info, contact: kkw”at"mit.edu
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Technology Notes
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What the Reasoner Knows:

MGL

6-172
a MG
ntolog
\ —
ﬂ Reasoner | |

User Profiles

1/ —

e [V ,

_@ User Profiles
@

III For info, contact: kkw”at’'mit.edu
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*n3 & RDF
» User profiles adapted from FOAF
 Memos in pdf with xmp

* Policies expressed in AIR

CSAIL



File Edit

fprefix
Aprefix
Aprefix

fprefix
Aprefix
Aprefix
fprefix
fprefix
Aprefix

fprefix
fprefix
Aprefix
Aprefix

L
e

a

Wiew  Help

raa: <http://vvw.w3.org/ ns/auth/ rsafs.
cert: <http://www.wd.orgfns/auth/cercis.
deo: <http://purl.orgfdefelementsi/1.1/>.

foaf: <http://#*mlns.comdfoat/0.1/>.

rdfs: <http://www.wl.org/2000/01/rdf-schemaffs>.
con: <http://vvw.w3.org/ 2000/ 10/ swap/ pim/ contact#s-.
g: <htrop:/Swww.wl.org/ 200001/ rdf-schemaf> .

geo: <http://www.wd.org/2003/01/ geo/ wys84 posHs.
doap: <http://usefulinc.com/ ns/doapis-.

fusion: <http://dig.csail.mit.edu/2010/DH3-fusion/ conmon/fusion CHTH:=.
wyl: <http://dig.csail.mit.edu/2010/DHS-fusion/Mi/rules/ MGL 6-172 ONTH:.

wgleja: <http://dig.osail.mit.edu/2010/DHS-fusion/ ML/ rules/MGL_664-1 ONTH:=.

<http://dig.csail . mit.edu/2010/DH3-fusion/ Ma/profiles/ Niaknalysaf-.

ttitle
"Mia Analysa's User Profile™;
foaf:PersonalProfilelocument:

foaf imaker

rdf

raf

<fmes;

s:seell=so
"http://dig.ceail.mit.edu/2010/DHS-fusion/ ML/ rules/NGL_664-1 ONT.n3":

s:3eeldlso

"http://dig.esail.mit. edu/2010/DH3-fusion/Mi/rules/MGL_6-172 CONT.n3";

foaf:primaryTopic

<Hmex.
<#fme
a con:Female, foaf:Person;
=i label

"Mia Anslysa'™:

con:office

[ con:address
[ con:city
"Mavnard”:
con:state
"HL" '-
Ccon:country
TIUSAT:

User Profile: rdf

ul 1nyv, vuvlitauvti. nNnvvy At iinLcuu
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User Profile; Tabulator

- c [t |_] http: ffdig. csail, mit.eduf2010/DHS-Fusion/Ma fprofilesMiadnalysagme 5 |

| "] http:fdice. csail mit. edufta) | '] http://dig.csail.mit.edu/2010/DH... B = +

i HE
*Mia Analysa m ®

Authorized purpose »Cusage
Type » CFemale
» T hitpitamins . comifoafi0 1/Person
Labeal Wiz Analysa
Office >
Assigned to organization Commormwealth Fusion Center
Family name Analysa
Givenname LIE]
Government type = ©MA Executive Branch
Img

*

Jah title Intelligence_Analyst

Mt * migEmsp MASS. gov

Wthox shalsum hd984f79a11e0f4265MfdT 7 3d9e236cad 7B TR

Member » ©httpirdig.csail.mit edw 201 WDHS-fusionimAiprofilesiCommornwealthFusionCenter. org#me
Marme Mia Analysa

Mick

Office near > .

Crganization Massachusetts State Police

Organization Homepage * ©http i mass gow?pagelD=eopsagencylanding &L =3&L0=Horme &L1=Fublic+Safety+Agencies&L2=Massachusetts +State+Police &sid=Eeops
Crganization type Criminal_Justice_Agency

Title s
Is maker of » ©Mia Analysa's User Profile
|5 primary Tapic of » OMia Analysa's User Profile
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Bookmarks Tools  Help

c B |_1‘] hkkp s dig.csail. mit, eduf 201 0fDHS-FusionMD/documents/Fake_MD_Response, pdf U S e r D O C U m e nt p df

sload Home

(0]} |j Fake_M&_Request,pdf {application/pdr... |_-"] Fake_MD_Response.pdf {applica... ﬁ -

Response to Request for Information

To: Mia Analysa
Intelligence Amalyst
Miazsaclmsetts State Police
Mazsaclmsetts Fusion Center

From: Maury Copp
Police Detective

Baltmmore Police Department
Baltmmore Fusion Center

Date:  October 24, 2009

Subject: Robert B. Guy
a'k'a Bobby Bad Guy

Re: Seeking information in relation to explosion of meendiary devices
at “Io More War™ rally, July 16, 2009

Special: USPER PII

This 13 a response to the Massachusetts State Police Request for Information on Robert B.
Guy (a'k/a Bobby Bad Guy), DOB: 01/01/1960, last known residence: Baltimore, MD.

A Baltimore records check mdicates a comviction of Subject that does not appear in NCIC
(reason unknown). The Maryland crimmal case system reflects that Subject was
convicted for making and exploding small incendiary devices inside automobiles cutside
three Army recruiting stations. He was comvicted pursuant to MD Public Safety Code
11-114(b) for the unlawfl pessession of explosives and sentenced pursuant to MD
Public Safety Code 11-116(a)(1); he was convicted, gven a five year sentence, served
eightzen months, and remams on parole. Additional details are available regarding
Bobby's amrest, conviction, and the condinens of lus release from prison.

| ® 1of 1 )




@ A c of ._l http: i fdig.csail.mit. eduf2010/DH3-fusionfMDydocumentsiFake_MD_Response, xmp

User Document: embedded xmp

| | http:f/dice. csail,mit, edufMDy | | Fake_Ma&_Request.pdf {application/pdf ... | ] it/ SIS @i ooy s

=?xpacket begin="" id="WEMOIMpCehiHzrefzNTczko2d"?=

“<ixmpmeta ¥mlns:x="adobe:ns:metas" x:xmptlk="Adohe XMP Core 4. ZF_ l-c043 52 372728, Z009,701518-15:E6-37"=
<rdf:EFDF

xmlns:mdoel="http://dig. csail nit.edu/Z010/DHE- fusion/Mb/rules /MdCodeConlaw 12 15 01_03_ONT#"
xmlns:rdf="http: /i w3 org /199908 f22-rdf-syntax-—n=§"»

<rdf:Description rdf:about=""
xmlns:de="http: //purl.org/dcselenentss1. 175"
xmlns:tani="http: ffdig. csail . nit. edu 2009 ATE fairf"
rmlns:co="http: fforeativecommons . org msi" >
<dc:creator=
“rdf:Seq-
=rdf:lizMaury Copp-=/rdf:lix
=frdf: Begx
=fdoicreator>
<dc:titlex
“rdf:Alt=
=rdf:1i xml:lang="x-defanlt">Rauest for Information</rdf:lix
<frdf:Alc
“fdoititlex
“tami:policy rdf:resource="http: //dig.csail mic. edu/2010/DHE-fusion/M/rules/MdCodeComnLaw 172 15 01 11 n3"/ =
“rdf:type rdf:resource="http://dig.csail nit.edw/Z010/DHE- fusion/ M /rules/MdCodeConlanr 12 15 01 03 0ONT#Criminal History Record Informatic
“oc:license rdf:iresource="http: /foreativecommons. org/licenses by 2 0" =
“mdccl:ipurpose rdfiresource="http: //dig.csail mit.edu/Z010/DHE-fusion/Mh/rules/MdCodaeConlaw 1Z 15 01_03_ONT#Performance of_ function®/s=

“mdccl:wverified by rdf:resocurce="http://dig.csail nwit.edw/Z010/DHE-fusion/ M /rules/NdCodeConlaw 12 15 01 03 ONT#Central Repository"/=
=frdf:Descriptions

“rdf:Description
rdf:shout="http: //dig. cgail nit. edu/2010/DHE-fusion/Mh/CHRET fFuy_Robert_EBfrbhg"
xulns:xsd="http: ffwww_ w3 _ org/EZ00L /X MLEchenaf" =
“mdocl:convicted pursuant rdf:rescurce="http:/flaw. justia. com/maryland/codesgps/11-114 htnl" />
=mdcel:zentenced pursuant rdf:iresource="http:/ law. justia.coms/maryland/codesSgpssl1-116 html" />
“mdcelimaximam allowable sentence lengthrz0</mdeocl maximum allowable sentence lengths=
“mdecel:sentence imposed=i</mdeocl:sentence_imposeds
“mdccl:-has_custody status rdf:resource="mdeocl:Parole" /=
< frdf:Descriptions=
= Srdf: D F=
=/ % Kmpmetax

H EEE MASSACHUSETTS INSTITUTE OF TECHMOLOGY N. NIdASI1IUVV vvdleliiiall



@ - c of | ] Httpef e, dsd.state. md. usjcomar feomarhtrlf12/12.15.01.11hkm POIicy: EngIISh

|_] http:jfdice, csail, mit, dufMDy | 7] http://wenw.dsd....12.15.01.11.htm E

12150111
.11 Dissemination of CHRI--Criminal Justice Agency.

& Bubject to the provisions of Regulation 128, the Central Repository and other criminal justice agencies shall disseminate CHEI be it conviction or nonconviction crimitial history record information, to a criminal ju
arequest made in accordance with applicable regulations adopted by the Secretary. A criminal justice agency may request this information from the Central Repository or another critninal justice agency only if it has
information:

(11 In the petformance of its function as a critinal justice agency,; or

(2) For the purpose of hiring or retaining its own emplovees and agents.

B. Dissemination Between Critinal Justice Agencies.

(11 & crimitial justice agency may not disseminate CHEI to another criminal justice agency until the disseminating agency has requested and received from the Central Repository verification that the information to b
cotplete, accurate, and cusrent.

(2) The criminal justice agency or the Central Repository shall werify the identity of the criminal justice agency to which the disseminating ageney intends to provide the information.

(31 A criminal pustice agency may satisfy the verification requirement through the use of an automated information system provided by the Department of Public 3afety and Correctional Services.
() The Central Fepository shall maintain a record or log of the request showing the:

(2] Date the request was made;

(b Information to be disseminated,

(c) Criminial justice agency receiving the information; and

() Date of the dissemination.

(2 This section does not apply if the receiving crimitial justice agency demonstrates to a responsible official of the disseminating criminal justice agency o the Central Repositony that a delay in the receipt of informs
Central Repository will unduly impede necessary action by the requesting criminal justice agency or will wiolate or materially impair a substantive right of the person about whom the information is needed. However,
agency shall maintain alog of each dissemination under these conditions, showing the:

(2] Date of dissemination,

() Information disseminated,

(¢) Critninial justice agency to whom it was dissemdnated; and

() Date of the dissemination.

C. When a request for the dissemination of CHEI is made by a criminal justice agency from another state, disseminations shall be limited to the purposes for which CHEI iz disseminated to criminal justice agenicies wi

D & fee, as specified in Regulation 14 of this chapter, shall be charged for each request for access to CHRI for other than a criminal justice purpose.

I I I - For info, contact: kkw”at"mit.edu Y |
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File Edit Wiew Help POIicy: AIR

tMD 12 15 01 11 35 a air:3ubjective;
air:description ("Has " R " demonstrated to " 3 " that delay in receiving ™ (INFO " will wiolate or materially iwpair a substantive rig
air:statement { :R mdccl:demonstrate violation or impairment rights of subject :3 }.

MDD 12 15 01 11 a air:Policy;
air:rule :MD_12 15 01 11 Aka:
air:rule :MD 12 15 01 11 Ab.

fMD 12 15 01 11 ka & air:Belief-rule;
rdfs: conment
f3ubject to the prowvisions of Regulation .12E, the Central Repository ahd other eriwminal justice agencies shall dissemwminate CHRI, he it
air:if |
tEVENT a wdecl:Disseminate, mdocl:PBegquest;
mdecl:hy 1 3;
mdccl:data  INFO;
mdoslito (R:
mdeel:doe-data :DATA.
3 log:semantics SENDER.
B log:semantics (RECEIVER.
:DATA log:semantics :DOC-DATAL.
:DOC-DATA log:includez { (INFO a mdocl:Criminal History Fecord Information ).
!5ENDER log:includes { :3 foaf:organization type mdecl:Central Repository .
!RECEIVER log:includes { R foaf:organization type mdecl:Criminal Justice Lgency ).
ki
air:then [
air:description [ :% " iz " mdeccl:Central Repository ".Wn" :EVENT " is a dissemination request from " :3 " to " R "." |
air:rule :MD 12 15 01 11 Ac

tMD 12 15 01 11 ib a air:Belief-rule;
air:if {

:EVENT a wdccl:Disseminate, mdocl:Request;
mdeclihy 1352
mdezl:data @ INFO:
mdezl:ito (R:
mdcol:doc—-data :DATL.

i3 log:semantics :SENLER.

'R log:semantics :RECEIVER.

tDATA log:sewmantics :DOC-DATAR.

$DOC-DATA log:includes { INFO a mdocl:Criminal History FRecord Information }.

*SFMTFR larrdinelnde=s [ =9 FfAaaf-maroaaniratinn trne Prdiminal Tn=stices Derenerft 0

» Each policy is represented as
* rules and patterns in a policy file
« definitions and classifications in
an ontology file.
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c i ,_] http: i dig. csail.mit. eduf201 0/DHS-FusionMDjrules/MdCodeCombLaw_12_15_01_11.n3

Policy: Tabulator

|| http:fjdice. csail. mit. edu/MD; | '] http://dig.csail.mit.edu/2010,/DH...EJ | +
MO 12 15 iidescription Has
01115 R
demonstrated to
=1
that delay in receiving
INFO
will wicolate or materially impair a substantive right of the person aboutwhom
INFO
izneeded?
statement fidemonstrate wiolation or impairment rights of subjectis &
type Subjective
Ml 12 15 Hif EWVENT by 5
RIS data INFO
doc data CATA
to R
type Disseminate
Fequest
=3 zemantics SENDER!
R zemantics RECEIER:
CATA
DOC DAaTAincludas fCriminal History Record |nformation§:
SEMDER includes
RECEIVER iincludes arganization type Criminal Justice Agenwéé |
then description 5
is
Central Repositony
EVENT
iz a dissamination request fram
s
to
R
wle il 12 1501 11 Ac
type Beliaf rule
comment Subject to the provisions of Regulation 2B, the Central Repositony and other criminal justice agencies shall disseminate CHRI, be it conviction or nonconviction criminal history record inform
agency upon 3 request made in accordance with applicable regulations adopted by the Secretany
WD 12 15 Eif IEVENT  iibw

5
Ul 1iyv, vulitavi. NNV Al IiiLcuu
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Simple Compliance Answer

- e fuf ,_] http:/ydice.csail. mitedufdhs_air py?by=http%3a/ /diq. csail. mit.edu/ 201 0/DHS-Fusion/Mayprofiles {MiaAnalys a%: 23mesko=httpe3aidig.csail mit.edufz0 77 - -'" ). -

I_-] http: ffdice.csail.mit, edufMa) I_] http:,-’,-’dil:e.l:sail.mit.edu,-’dhs_air....E + -

v http:iidice.csail.mit.eduldhs_air.py7by=http:lidig.csail.mit.eduf2010/DHS fusion/MA/profiles/IMiaAnalys a#me &to=http:/idig.csail. mit.edu/2010/DHS fusion/USIDHS{profiles
IFredAgenti#me&data=http:/ldig.csail.mit.e dufl2010/DHS -fusion/MAldocumentsiFake_MA_Request_core10.pdf&rulesFile=http:/idig.csail.mit.edu/2010/DHS fusion/MA/rules

IMGL_6-172_coretons |G g &4 = M [? g&

‘ Transaction is compliantwith bMassachusetts General Law, Part|. Title |, Chapter b, Section 1721+

F

Transactioniisicompliant withi Massachusetts General Law, Part |, Title Il, Chapter 6, Section 1721

Type » ©RDFDocurment

Ve « Can use address line commands
* Running cwm

» Forward chaining reasoner

 Written in python

IIII 1 For info, contact: kkw"at"mit.edu Fallpisl
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c A

| | http://dice.csailmit, eduffa

| ] htpefidice. csail mit. edujdhs _air, py?by=httpa3a7 idig.csail mit. eduf2010,

| ] http://dice.csail.mit.edu/dhs_air.... |

Detailed Justification

hittp:/idice.csail.mit.edw/idhs _air.py?hy=http:/dig.csail.mit.edu/20 10 DHS - fusionMAprofiles MiaAnalysazme &to=hitp://dig.csail. mit.edu2010/DHS fusion/US DHS profiles Fred Agentizme &

2010/ DHS fusionMAdocuments Fake_MA_Request.pdf &rulesFile=http:fdig.c sail.mit.edu 2010 DHS fusionMA Tules MGL_6-172.n3

« &

BRF
L1

(? &

Tranzaction iz compliant with Maszachusetts General Law, Part |, Title 1, Chapter B, Section 172 |+

[ETransac‘tion izicompliant with i b assachusetts General Law, Part |, Title 1l, Chapter§, Section 1T2§

[ Mare [nformation ][ Start Ower

Compliance additionally requires that release of Reguest for Informati
fadaral law, as raquired by MGL B-172, Para. 6, Sant 1(b), CI. 3.

Premises:

httpoirdice.csail mitedu
FHmpparser.py?uri=http:
idig.csail.mit.edu

F201 0IDHS-fusion
iMAIdocuments
/Fake_WMA_Requestpdf

semantics

» Truth Maintenance System (TMS)
» Tracks dependencies
» Retains premises leading to conclusion

* Retains logical structure of a derivation

Reguest for
Infarmatian
ahout Robert
B. Guy

license hitpificreativecommaons.org
Nicensesiyi3. .0

palicy hitp:idig.csail. mit.edur2010DHS-
fusion/MAfrulesMGL_B-172.n3

oWwher hitp:idig.csail. mit.edur2010DHS-
fusion/MAfprofilesiMiafnalysa.ni

Mame Rahert B. Guy

Fewwards

Froducer Microsoft® Office Word 2007

location Cambridge

Create Date

2010-02-24T1 4:46:51-05:00

Metadata Date

2010-02-24T1 4:47:25-05:00

Modify Date 2010-02-24T14:47:25-05:00

Document [0 uuid:3eedadda-
h0hbh-8240-8400-711 7 dd2hda3g

Instance D uuid:bele9556-821c-T24h-bekba-
892ad8ha1da

Marked True

"reatnr i

» Permits automatically generated explanations
* Pressing the “Why?” button reveals each
dependency & all associated premises



“Lawyer Pane”

%]

- c fof I_] http: fidice, csail.mit, edufdhs_air, pyrby=httpae3a) dig. csail mit, eduf2010/0HSFusionMA/ profilesiMiasnalysa%: 23medto=http3t3a/) idig. csal mit eduf20 57 - '-'l' ‘;- -

IJ- htkpe: ) fdice. c=ail mit.edu/may IJ http:ffdice.csaiI.mit.edu/dhs_air....E

¥ http:fidice.csail.mit.edu/dhs_air.py?by=http:ldig.csail.mit.e duf2010/DHS fusion/MAlprofile siMiaAnalysa#me &to=http:/Idig.c sail. mit.edu/2010/DHS fusion/US/DHS{profiles
[FredAgenti#me&data=http:/fdig.csail.mit.eduf2010/DHS fusion/MAldocuments/Fake_MA_Request_core10.pdf&rulesFile=http:ifdig.csail.mit.eduf2010/DHS fusion/MAlrules

= ; BOF , Ep,
IMGL_6-172_corefon3 G & g & = § |8e

¥ lssue:

* Format is modeled after IRAC
* Issue, Rule, Analysis, Conclusion

Whether the transactions corply with Massachusetts General Law, Part |, Title |l, Chapter & Secticn/r/

R / * First year law school technique for answering
Rule(s) isfare specified in the policy file. K hyDOthetica|S
v Analysis \ » Working towards making output easier to read

for lawyers, policy analysts, and line of business

e Request for Infarmation about Robert B. Guy is a dissemination by Mia Analysa to Fred Agenti, desig

e Request for Information about Robert B, Guy containg Criminal Offender Record Information, and Fred Agenti is 3

o Compliance additionally requires: Ered Agenti is pedforming Criminal Justice Duties and Bequest for Information about Robert B, Guy T genti's Criminal Justice Duties, as

required by MGLB-172, Para. 1, Sent. 2, C. 1:

o Compliance additionally requires that Fred Agenti is cerified by the board as qualified for access, as reguired by MGL 6-172 Paragraph 2.

¢ Compliance additionally requires: The agency to which Mia Analysa belongs shall maintain, for such petiod as the board shall determine, a listing of the agencies ar individuals to which it has released or
communicated such infarmation, as required by MGLEB-172, Para. 4, Sent. 1,

¢ |nquiry is about Robert B. Guy and is based on a personally identifying characteristic, as required by MGLB-172 Para. 5, Sent. 1, Cl. 2,
o Fred Agenti performs function investination,

e Compliance additionally requires that release of Request for Infarmation about Robert B. Guy would not violate any other provisions of state or federal law, as reguired by MGLB-172, Fara. B, Sent. 1(h), CI. 3.

¥ Canclusion:

The transaction - Transaction is compliant with Massachusetts General Law, Part |, Title |, Chapter 5, Section 172

II e R R (RO : —
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Statute Text

« MGL 8 6-172

— http://www.mass.qgov/legis/laws/magl/6/6-172.htm

« MCCL 12.15.01.11

— http://www.dsd.state.md.us/comar/comarhtmi/12/12.15.01.11.htm

« 5 USC § 552a (Privacy Act)

— http:/lwww.law.cornell.edu/uscode/5/usc sec 05 00000552---a000-
.html

I | I - For info, contact: kkw”at"mit.edu
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