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DIG Research	

Tools, technologies and protocols that enable the deployment of 
decentralized information systems

Current areas of focus

Policy reasoning and information accountability

Semantic Web technologies
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Policy reasoning 

A policy is a set of norms that define optimal behavior of agents in a system

What does policy reasoning usually entail ?

Proving that requests made by a client are compliant with policies

Usually for upfront/a-priori authorization
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Why is policy compliance insufficient ?

In several application contexts, strictly enforced, before-the-fact 
authorization of every action is insufficient

Difficult to prevent information extraction, integration and sharing in 
decentralized systems such as the Web using authorization

Sometimes it is more appropriate to analyze actions after-the-fact and hold 
policy violators accountable

Unexpected circumstances

No single action leads to a violation but a combination of actions does

User is authorized to access resource/data but misuses it after getting 
access
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Information Accountability

What is Information Accountability

Determining the purpose for which data was 
used and inferring whether the use was 
inappropriate

Requires augmenting Web information with 
data about provenance and usage policies, 
and creating automated means for 
maintaining that provenance and 
interpreting policies.

Accountability framework requirements

expressive policy language and reasoner

logging and provenance middleware

justification generation and interface
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AIR Policy Language

a machine-understandable policy language

Semantic Web technologies for shared model of 
queries and policies

Why Semantic Web ? 

Need to ground terms on common models of data and 
knowledge so that data can be exchanged and used 
between different systems with some assurance of its 
meaning

Semantic Web technologies offer several advantages

shared model of discourse

global unique identifiers

open & dynamic

interoperability - mapping between concepts and 
instances possible

Image courtesy of http://www.cartoonbank.com/
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AIR Policy Language

AIR policies are written in Terse RDF Triple Language (Turtle)

Each AIR policy consists of one or more rules

policy = { rule }

A rule is made up of a pattern  that when matched causes an action to be 
fired. Optional: variable, description

rule = { pattern, action [ variable description ]}

An action can either be an assertion, which is a set of facts that are added 
to the knowledge base or a nested rule

action = { [ assert | assertion ] | rule } 

:MyFirstPolicy a air:Policy;
  
       air:rule [
            air:pattern { ... };
            air:assertion { ... };
            air:rule [ ... ]
        ].

Third version of AIR to be released in Fall with simpler syntax

:MySecondPolicy a air:Policy;
  
       air:rule [
            air:if { ... };
            air:then { ... };
            air:else { ... }

8



of 20

AIR Reasoner

Production-rule system in python

Uses dependency tracking to generate justifications for compliant and non-
compliant queries

Part of justification generated by reasoner
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Justification User Interface

AIR reasoner generates proofs of compliance 
and non-compliance

Proofs are not easy to understand

Graphical justification interface that provides 
an explorable structured natural language 
explanation for policy compliance and non-
compliance

Part of Tabulator, a Semantic Web browser

Available as a Firefox extension
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Justification User Interface
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Accountability Projects at DIG

License validator & Semantic Clipboard

leveraging Creative Commons licenses to support appropriate content reuse

Policy-aware mash-ups

providing policy-awareness in SW mashups

Social Web Privacy or Respect My Privacy

adding and viewing privacy preferences in social networks

Fusion Center project 

modeling Privacy Act and Massachusetts General Law

Secure SPARQL federation 

managing security constraints while integrating data from diverse sources
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License Validator and Semantic Clipboard

 Exploits Creative Commons license metadata associated with online 
media to prevent support correct re-use of content

License validation: Checks for license violations on existing pages

Semantic Clipboard: Supports selecting of appropriately licensed images 
and license metadata for easy content re-use
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License Validator Screenshot
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Semantic Clipboard Screenshot
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Policy-Aware Mashup

Provides a policy-aware operator for SW Mashups 

Adds usage restrictions statements and service descriptions to web 
services and  sparql endpoints

Operator validates mashup by verifying usage policy of sources

Adds policy compliant/non-compliant statement to mashup log, which is 
used by mashup consumers to establish trust in mashup
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Policy-Aware Mashup Screenshot

17



of 20

Privacy/License Highlighter

Social networks are plagued with privacy 
issues

Instead of focusing on enforcing privacy 
policies through restricted access, we 
help users conform to existing policies by 
making them aware of the usage 
restrictions associated with the data

This functionality is supported across 
three platforms: Facebook, OpenSocial, 
and the Tabulator Semantic Web browser

These applications enable users to 
specify privacy preferences for their data 
and also display privacy-annotated data 
prominently enabling other users to easily 
recognize and conform to these 
preferences
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Privacy/License Highlighter in Tabulator
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