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DIG Research

+ Tools, technologies and protocols that enable the deployment of
decentralized information systems

+ Current areas of focus
Policy reasoning and information accountability

Semantic Web technologies
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Policy reasoning

+ A policy is a set of norms that define optimal behavior of agents in a system
+ \What does policy reasoning usually entail ?
Proving that requests made by a client are compliant with policies

Usually for upfront/a-priori authorization

/\ query / request /\

Server/

Client DB
permit / deny query / request

compliant with
v \/ 4
Yes / No
‘ Policy Reasoner |




Why is policy compliance insufficient ?

+ In several application contexts, strictly enforced, before-the-fact
authorization of every action is insufficient

+ Difficult to prevent information extraction, integration and sharing in
decentralized systems such as the Web using authorization

+ Sometimes it is more appropriate to analyze actions after-the-fact and hold
policy violators accountable

Unexpected circumstances
No single action leads to a violation but a combination of actions does

User is authorized to access resource/data but misuses it after getting
access




Information Accountability

+ What is Information Accountability

ZORBAK

Woah! These rules are

Determining the purpose for which data was | AR
used and inferring whether the use was ALY
Inappropriate

Requires augmenting Web information with KABROZ

data about provenance and usage policies, Nahhh. The staff are really
and creating automated means for o lisdeat et el o e
maintaining that provenance and

| nte rp retl n g pO | | C | eS . Image courtesy of Adventure Quest http://www.battleon.com/

+ Accountability framework requirements
expressive policy language and reasoner
logging and provenance middleware

justification generation and interface
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AIR Policy Language

e

+ a machine-understandable policy language

+ Semantic Web technologies for shared model of
queries and policies

+ Why Semantic Web ?

Need to ground terms on common models of data and
knowledge so that data can be exchanged and used
between different systems with some assurance of its
meaning

Semantic Web technologies offer several advantages

o shared model of discourse
@ global unique identifiers
@ open & dynamic

@ interoperability - mapping between concepts and
instances possible

ALL RIGHTS RESERVED

“Basically, we’re all trying to say the same thing.”

Image courtesy of http://www.cartoonbank.com/
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AIR Policy Language

AIR policies are written in Terse RDF Triple Language (Turtle)

Abstract-
Abstract- action
container ustnf-cauon

Each AIR policy consists of one or more rules e

LEGEND

policy = { rule }

A rule is made up of a pattern that when matched causes an action to
fired. Optional: variable, description Abstract-rule

pattem
matched-graph Abstract-

rule = { pattern, action [ variable description ]} Jaspon Sasortion

assartion statemant
goal-assertion

An action can either be an assertion, which is a set of facts that are ad S h
to the knowledge base or a nested rule

Belief

aCtion - { [ assert | assertion ] | ruIe } Hidden-rule Goal-rule Belief-rule

:MyFirstPolicy a air:Policy;
air:rule [ Justification Collection rdfs:Resource
H rule-id nas-n ambers g-identical-to
air:pattern { ... }; antecedent
air:assertion { ... };

airirule [ ... ]

+ Third version of AIR to be released in Fall with simpler syntax

:MySecondPolicy a air:Policy;
air:rule |
airiif { ... };
airithen { ... };
airelse { ... }
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Reasoner

+ Production-rule system in python

+ Uses dependency tracking to generate justifications for compliant and non-

compliant queries

@prefix : <http://dig.csail. mit.edu/data#> .

@prefix foaf: <http//xmins.com/foaf/0.1/> .

@prefix air: <htt 'j/dl?.csail.mit.edu/T AMI/2007 /amord/air#> .
@prefix tms: <http://dig.csail. mit.edu/TAMI/2007/amord/ims#> .
@prefix yosi: <http://dig.csail. mit.edu/People/yosi#> .

‘DAP_1

‘DAP_3
‘Req2
" is a request made by a requester with openid, "
<http://auth.mit.edu/syosi>
", for DIG resource "
<http://dig.csail.mit.edu/proposals/nsf.tex/> );
tms:justification [

tms:antecedent-expr [
a tms:And-justification;
tms:sub-expr :DAP_1,
{DIG owns
<http://dig.csail. mit.edu/proposals/nsf.tex/> .
‘Req2 aair'Request;
airresource
<http://dig.csail. mit.edu/proposals/nsf.tex/>

tms:justification tms:premise .

tms:description (

}fo_af:openid <http://auth.mit.edu/syosi> .
tms:rule-name -DAP_1].

‘Req2  air:compliant-with :DIGPolicy .

1

‘Req2  air:compliant-with :DIGPolicy .

%ms:description (
"The requester with openid, " <http://auth.mit.edu/syosc>
", is known to a DIG member, "
<http://dig.csail. mit.edu/People/RRS> );
tms:justification [
tms:antecedent-expr [
a tms:And-justification;
tms:sub-expr :DAP_3,
{<http://<|1\}?.csail.mit.edu/PeopIeIRRS> airin
‘MemberList;
~ foaf’knows yosi:YES . ) _
0sI-YES foaf:openid <hitp://auth.mit.edu/syosi> .

3
tms:rule-name ‘DAP_3].

{
<httE://dig.csail.mit.edulPeople/RRS> airin
‘MemberList;
foaf’knows yosi:-YES . _ _
yosi:-YES oaf:otgemd_ <http://auth.mit.edu/syosi> .
‘DIG :owns <http://dig.csail.mit.edu/proposals/nsf.tex/> .
‘Req2 aair:Request;
airrresource <h p'J/digicsail.mit.edu/proposals/nsf.texb;
foaf-openid <http://auth.mit.edu/syosi> .
} tmsjustification tms:premise .

Part of justification generated by reasoner




Justification User Interface

+ AIR reasoner generates proofs of compliance
and non-compliance

+ Proofs are not easy to understand

+ Graphical justification interface that provides
an explorable structured natural language
explanation for policy compliance and non-
compliance

+ Part of Tabulator, a Semantic Web browser

+ Available as a Firefox extension

100f 20

Image courtesy http:/clip.dia.fi.upm.es/~logalg/slides/
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Justification User Interface

N M M

http://mr-burns.w3.org/cgi-bin/server_cgi.py?logFile=http:/ /dig.csail.mit.edu/TAMI/2007/s9 /variationl/log.n3&rulesFile=http://dig.csail.mit.edu/TAMI /2007,

v http://mr-burns.w3.org/cgi-bin/server_cgi.py?logFile=http:/dig.csail. mit.edu/TAMI/2007/s9/variation1/log.n3&rulesFile=http:/dig.csail.mit.edu/

/demo-policy.n3 M 4 & [? gll-

(The reason Bettyrejectsbobsreq is non compliant with MA Disability Discrimination Policy is because:

 More Information | [ Start Over

Bobsrequest is denied based on health information contained in xphone record 2892. Under the MA Disability Discrimination Law it is illegal to use health
information to deny a service request.

The requester, Bob Same, resides in MA and is covered by the MA Disability Discrimination Law

Bob Same's request, Bobsrequest, was refused because of xphone record 2892

Premises:

Bettyrejectsbobsreq reason xphone record 2892
receiver customer351
reply to Bobsrequest
type Refuse Request
customer351 name Bob Same

110f 20



e

Accountability Projects at DIG

+ License validator & Semantic Clipboard
leveraging Creative Commons licenses to support appropriate content reuse
+ Policy-aware mash-ups
providing policy-awareness in SW mashups
+ Social Web Privacy or Respect My Privacy
adding and viewing privacy preferences in social networks
+ Fusion Center project
modeling Privacy Act and Massachusetts General Law
+ Secure SPARQL federation

managing security constraints while integrating data from diverse sources

120f 20
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License Validator and Semantic Clipboard

+ Exploits Creative Commons license metadata associated with online
media to prevent support correct re-use of content

+ License validation: Checks for license violations on existing pages

+ Semantic Clipboard: Supports selecting of appropriately licensed images
and license metadata for easy content re-use

Use Same
License

/ BY'NC-ND-SA\
\\\:iTTSA BY-NC-SA

Commercial
Use

All Rights
Reserved

BY-SA

—)

Allow

BY Modifications

O use Categories
Restriction Categories

Any Use

Public Domain
Zero
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BY-NC

No
License




License Validator Screenshot

@) Creative Commons Validator for Flick

:/.J"n (a ) %) | ? ) ((_]  http://oshani.mit.edu/cc_validator.py

Chaos Creative Commons License Validator for Flickr Images
T URI: (validate!)

Clear Results

Results for the site http:/oshanis.blogspot.com/.

Found 1 license violations for the following images.

¥ 4 By steren.giannini
» ) ("
ﬁ:(: Has License €© ®

Website to
Validator

License Violations Validator
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Semantic Clipboard Screenshot

Window Help

‘ Web Search ¥BK {nantic Clipboard Demo

:  Downloads 38)

Add-ons
#* Firebug B
Creasemonkey >
Error Console {3)
TAMI Configurations
Data Browser Log
. Data Browser ' > L. e wm o+~ e Clipboard
Image IPR Highlight > Any Purpose
DOM Inspector {31 Non Commercial Purposes
Page Info 8l Can be Modified

: ) Same License
Start Private Browsing {3P No License

Clear Recent History... Cannot be Used

—L’—
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CC-BY

(Use with attribution)

This work by Oshay
Unported Licens|

View Image

Copy Image

Copy Image Location
Copy Image with License
Copy Video Location
Copy Audio Location

Save Image As...

Send Image...

Set As Desktop Background...

Block Images from people.csail.mi...

Properties

Inspect Element




Policy-Aware Mashup

+ Provides a policy-aware operator for SW Mashups

+ Adds usage restrictions statements and service descriptions to web
services and sparqgl endpoints

+ Operator validates mashup by verifying usage policy of sources

+ Adds policy compliant/non-compliant statement to mashup log, which is
used by mashup consumers to establish trust in mashup

3

Data publisher

Semantic Web Pipes [

Other operations

(merging/filtering)
rl %

Policy Aware Pipe

Validating provenance/policy
compliance statement Mashup developer

Conflicts Policy Generate
feedback checking | provenance

AL 3
3

Data + Policy compliance info.+
Provenance

output

Mashup consumer

16 of 20



Policy-Aware Mashup Screenshot

RDF Fetch " v X

URL: #sail.mit.ed u/policy/feed1
Format :' RDF/XML |4 RDFS Mix

@O x
T 5
RDF Fetch \GJQ/’( Policy Aware &9 QO X

URL: #:sail.mit.edu/policy/feedZ] Policy URL:
Format :' RDF/XML |4 xample.com/mypolicy.n3

log type timestamp message

http://foolme.csail.mit.edu/policy " - e .an-27.na-nn | LAlert]Profile of http://foolme.csail. mit.edu/wsprofleB# profile is conflicted with policy
/log/log2009-07-13#00-00-32_660 POLICT™ "2005-07-13100:00:32-04: 0 :http://foolme.csail.mit.edu/policy/policyAZwspolicy"

zt;g;g;‘;‘g(’;’ge_g_a'l";:ggf%{ "3°2"°g'6 y "POLICY" "2009-07-13T00:00:32-04:00" "[Alert]Rejecting profile with author: http://www.w3.org/People/djweitzner/foaf#DIW’
http://foolme.csail.mit.edu/policy " . ey .an-29.na-nnv  LError}Some merged web service is conflicted with the policy of
/log/log2009-07-13#00-00-32_662 POLICY™ “2009-07-13700:(N):32-04:00 channel:http://meerkat.oreillynet.com/?_fl=rss1.0"
http://foolme.csail.mit.edu/policy " - e .an.-29.na-nav | LAlert]Profile of http://foolme.csail. mit.edu/wsprofleA#profile is conflicted with
/log/log2009-07-13#00-00-32_679 POLICY" "2005-07-13700:00:32-04:00 policy: http://foolme.csail.mit.edu/policy/policyB#wspolicy"
}’.‘;3}(;;‘;%'3;‘?5??{'52'53?%‘5’_ ‘33"2"?82 "POLICY" "2009-07-13T00:00:32-04:00" "[Alert]Rejecting profile with subject:news”

http://foolme.csail.mit.edu/poli_cy . -~ vy .an-29.na-nnv | LErroriSome merged web service is conflicted with the policy of
/log/log2009-07-13#00-00-32_684 POLICI " 2009-07-13T0)200:32-04:00 channel:http://johnson.freenet.net/? fl=rss1.0"
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Privacy/License Highlighter

facebook Home Profile Friends Inbox (5

Ted Kang

wall Info Photos Boxes +

+ Social networks are plagued with privacy
ISsues

What's on your mind?

N

I n Stead Of fo C u S i n g O n e n fo rC i n g p r i VaCy View Photos of Me (50) ::::::No::::e::n barely walk.. Tused my legs too much o
policies through restricted access, we &g e e e 52tk
help users conform to existing policies by _— C R

making them aware of the usage o 71 pE e
restrictions associated with the data teven Wysocky o, bt bchers and son o b s o

Birthday: d MIT, congrats.
June 11, 1986 March 23 at 12:20pm - Comment - Like - See Wal-to-Wall

Middle of Profile Omitted

Th I S fU n Ct I on al Ity I S Su p p O rted aCross Respect My Privacy ’ Foce, habits, or g0 abot you. at e e Gro0se 23 pecpl 1 be adged. you hae t 23
three platforms: Facebook, OpenSocial, “ ) ey 25 e

i like your 2nd quote

and the Tabulator Semantic Web browser T [ e e

be used for employment purposes,

+ These applications enable users to =
specify privacy preferences for their data gl - —
and also display privacy-annotated data ® O
prominently enabling other users to easily = -

recognize and conform to these N
preferences
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Privacy/License

Highlighter in Tabulator

License/Restriction Highlighter

Licenses/Restrictions in Session:

No-Medical |:’

No-Financial

CC:Attribution-NonCommercial |:]i
CC:Attribution-NonCommercial-NoDerivs T:l

o | L moancsstmecsurz008021..

Type

Maker

Mentions

¥ http:/dig.csail.mit.edu/2008/02/rmp/bob-foaf.n3 [_
Restricts » € No-Medical

B3F
XML

« 4 i

» € RDFDocument
» € PersonalProfileDocument

» CPerson

» € PersonalProfileDocument

vBob Biggins [_

Type

Family_name
Given name

Image

Knows

Name

Is developer
of

Is knows of
Made

"El ee
» € Person

Biggins

Bob

»  Alice Someone

» € Carol Anyone

Bob Biggins

v Social Web Privacy

License » € CC:Attribution-NonCommercial-NoDerivs

Description This project is focussed on helping users conform to existing privacy policies
data. The project is implemented across several platforms - Facebook, Opel

» € Alice Someone

» € Bob Biggins

Developer

M

vCarol Anyone (— S <
Type » € Person

Family_name Anyone

Given name  Carol

Image ﬂ\l U
N,

> '\

Knows » € Alice Someone

Name Carol Anyone

Is developer of » € Social Web Privacy

Is knows of » € Bob Biggins

Made » € http://dig.csail.mit.edu/2008/02/rmpicarol-foaf

» C http:/idig.csail.mit.edu/2008/02/rmp/carol-foaf.n3

» Chttp:/icsail. mit.edu/~lkagalfoaf#me
» Chttp://dig.csail. mit.edu/2008/02/rmp/tkang-foaf#me

» € http://dig.csail. mit.edu/2009/SocialWebPrivacy/
Social Web Privacy

Javascript

Helper

Homepage
Name

Programming
language

Type
» € Alice Someone
» € http://dig.csail.mit.edu/2008/02/rmp/bob-foaf

» € Project
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